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This story appeared on Network World at
http://www.networkworld.com/columnists/2007/053107-backspin.html

Ameritrade leaks and more Wi-Fi theft
Backspin By Mark Gibbs , Network World , 05/31/2007

First of all, there is something that I meant to discuss a few
weeks ago that surprisingly has not gotten much coverage.
Art Medlar, a fellow inhabitant of a mail list I subscribe to
explained that he is a client of TD Ameritrade, and being a
cautious kind of guy he used unique primary and alternate
e-mail aliases for his account.

He wasn’t happy when “[within] a month, both of these
addresses were receiving stock-pumping spam. I called
[Ameritrade] and had a nice heart-to-heart with a clueless
and unconcerned [customer service representative] and
changed the addresses [to different e-mail aliases].”

Medlar was even less happy when “[last] week, these two
began getting stock spam. None of them have ever received
any other sort. They have never been used except where
entered on the Ameritrade profile form. The Ameritrade guy this morning says that it's obviously a dictionary
spam at all possible addresses [like those I used].”

To say that this was disingenuous on Ameritrade’s part would be kind. Medlar commented that “it looks like the
people running these scams are pretty serious and have connections of one sort or another inside at least one
business which should be very secure but is not.”

Related Content

A recent Slashdot article discussed more or less the same experiences of Bennett Hazelton, a well-known
privacy and anticensorship activist. The implications of this for Ameritrade are . . . what is the word I’m looking
for? Ah yes. Huge. This is a story that has, as we say, “got legs.” Stay tuned.

My other topic this week is a follow-up regarding last week’s column on things legal and the issue of
unauthorized Wi-Fi access stirred up some interesting comments.

Reader Peter Quirk in Hopkinton, Mass., asked: “Thanks for highlighting this unintended consequence of
security legislation. I wonder whether we will soon be subject to power theft suits for plugging laptops or cell

http://www.networkworld.com/columnists/2007/053107-backspin.html http://www.networkworld.com/cgi-bin/mailto/x.cgi?pagetosend=/export/...

1 of 2 8/29/2008 3:38 PM

Case 3:07-cv-02852-VRW     Document 72-2      Filed 08/29/2008     Page 14 of 27



phone chargers into the very few available power outlets in airport lounges.”

I’ve wondered about this for years. We all go into Starbucks or we’re waiting in the airport lounge for our flight
to be cancelled and the first thing we do is plug in to the first power outlet we can find with nary a care in the
world. Why is it that using AC power (which has an easily quantified and real cost) without explicit permission is
apparently OK while using an unsecured, uncontrolled Wi-Fi access point at a cost that could be measured in
nanocents — no, femtocents – is something that is worthy of arrest and prosecution?

Reader Vinny Fasano of Huntingdon Station, N.Y., was amazed when he read about the case I discussed in
BackSpin: “Perhaps I’m missing something here, but I seem to remember during the course of my studies that
the airwaves are owned by ‘the people’ — if you choose to put something out for broadcast (and yes, I would
certainly consider a non-point to point, non-encrypted radio transmitter ‘broadcast’), how can you possibly be
prosecuted for using it?”

Fasano continued: “Since I apparently don’t have the moral compass of a number of your bloggers, when I’m
traveling with my PDA I’ll routinely search for a Wi-Fi hot spot to check my e-mail.”

I suspect the blogger Fasano was referring to was Anonymous writing on Gibbsblog who declared that: “what
bothers me most about the alleged action mentioned in the second-to-last paragraph of your article -- you or
anyone finding ‘... an open access point we would probably use it...’! I would not use it! It is just plain wrong, no
matter how you justify it!”

Another blog contributor, Lawson, pointed out that if  “… [you] use your laptop in a part of the house or
property where the neighbor’s unsecured Wi-Fi with same router setup is the stronger signal [you could
unknowingly] connect to their setup rather than your own. By the logic of the current law you are now hacking
and liable for prosecution.” I love that!

Related Content

I was discussing the whole unauthorized Wi-Fi issue with Mrs. Gibbs, who raised a very interesting question:
What if a teenager were to use an unsecured wireless access point to browse porn? Could the access point owner
not be considered to be liable in a similar way that Amero was found guilty of four counts of risk of injury to a
minor and impairing the morals of a child?

All contents copyright 1995-2008 Network World, Inc. http://www.networkworld.com
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Slashdot

News for nerds, stuff that matters

Log In
Create Account
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Firehose

Why Log In?
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Nickname  Password   Public Terminal 

[ Create a new account ]

Who's Trading Your E-mail Addresses?
Posted by CmdrTaco on Wed May 30, 2007 10:49 AM
from the checking-the-nasdaq-now dept.

Bennett Haselton is back with another piece on e-mail privacy. He starts "On April 14, 2007, I
signed up for an AmeriTrade account using an e-mail address consisting of 16 random
alphanumeric characters, which I never gave to anyone else. On May 15, I started receiving
pump-and-dump stock spams sent to that e-mail address. I was hardly the first person to
discover that this happens. Almost all of the top hits in a Google search for "ameritrade spam"
are from people with the same story: they used a unique address for each service that they
sign up with, so they could tell if any company ever leaked their address to a spammer, and
the address they gave to AmeriTrade started getting stock spam. (I don't actually do that with
most companies where I create accounts. But after hearing all the AmeriTrade stories, I
created an account with them in April just for the purpose of entering a unique e-mail address
and seeing if it would get leaked.)" Bennett continues on if you're willing to click the link.

Slashdot | Who's Trading Your E-mail Addresses? http://yro.slashdot.org/yro/07/05/30/1444236.shtml
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What's surprising is that as far as I can tell, AmeriTrade has taken almost no heat in the media for letting this
happen. Despite the abundant testimonials from bloggers who had their addresses leaked, the story never
crossed over into the "mainstream" Internet press. In a recent Bloomberg News story, the FBI warned that
E*Trade and AmeriTrade users were vulnerable to spyware installed by criminals in hotels and cybercafes to
capture accounts and run pump-and-dump stock spams; no mention of the fact that all AmeriTrade e-mail
addresses were apparently already in the hands of spammers anyway (although no one knows if usernames
and passwords were leaked to the spammers as well).

This doesn't bode well for anyone who uses any type of online service and wants that service to keep their
personal information secure. If AmeriTrade got skewered in the media for leaking customers' personal
information to spammers, other companies would see that and learn the lesson. On the other hand, if
AmeriTrade gets away with it with barely a whisper in the mainstream news, other companies are going to
take note of that, too. Besides, spam and identity theft hurt everyone, not just the victims, because the costs
are passed on to all of us in terms of higher ISP charges, higher payment processing fees, and more mail lost
due to stringent spam filters.

AmeriTrade disclosed in April 2005 that a tape containing some customer information might have been stolen
in February of that year, and many spam victims who blogged about their AmeriTrade addresses being stolen,
referenced that incident as the likely cause. But after Bill Katz's blog post became a clearinghouse of sorts for
complaints about stolen AmeriTrade addresses (probably as a result of being the first match on Google for
"ameritrade spam"), several users posted that they had received spam at accounts that were only created with
AmeriTrade in summer 2006. And then my e-mail address got leaked between April 14 and May 15, 2007. So
it's pretty clear that some attacker has access to the AmeriTrade customer database on an ongoing basis, and
the February 2005 tape theft probably had nothing to do with it.

AmeriTrade says that California law required them to notify their California customers of a potential security
breach after the tapes were stolen, and that they went further and notified all of their customers anyway.
Since there is now proof that their database is more or less perpetually open to some outside attacker, will
they send out another notification letter to customers?

An accidental security breach can happen to any responsible company, especially if they are compromised
from the inside. But the trail of blogosphere and UseNet posts indicates that several times AmeriTrade has
concealed the full extent of the problem from customers who asked them about it, or has given out
information that they already knew was wrong. In one thread in October 2005, a user reported that they
wrote to AmeriTrade asking why their AmeriTrade-only e-mail address was getting spammed, and
AmeriTrade replied that the spammer might have guessed the address using a dictionary attack, adding:

We have no reason to believe that any of our systems have been compromised. Ameritrade
deploys state of the art firewalls, intrusion detection, anti-virus software as well as employs a full
time staff of employee's dedicated strictly to Information Security and protecting Ameritrade's
systems from unauthorized access.

But that was long after February 2005, when AmeriTrade said that tapes containing customer data were
stolen. (Even if that turned out not to be the cause of the spam after all, by that point AmeriTrade knew that
their customers' addresses had been leaked somehow.)

Then when my friend Art Medlar complained to AmeriTrade this year about the same thing happening, he got
a response saying that even if he was getting spammed by an address that he only gave to AmeriTrade, that
could be the result of hackers "implanting 'bots' that have the ability to extract e-mail addresses from your
computer, even when you have protective spy software engaged". But of course this makes no sense -- if this
were the source of the problem, it would affect everyone's e-mail addresses equally, and would not explain
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why a disproportionate number of complaints were coming from people who created addresses that they gave
to AmeriTrade specifically.

When I sent AmeriTrade my own inquiry, I got a response that was identical to a forwarded message that
someone else posted to news.admin.net-abuse.email in April. (To their credit, in this version of the message,
AmeriTrade is acknowledging responsibility for the problem instead of attributing it to dictionary attacks or
botnets. But the e-mail contains the curious piece of advice: "Please be sure to delete any spam you might
receive, then empty your e-mail's trash so that it's no longer kept there, either." Huh? As one reader replied to
the UseNet thread: "Cynical Translation: Please don't retain any independent evidence.") At first I didn't
realize this was a boilerplate response, so I sent back some more questions, asking, for example, whether they
would notify their California customers of the data security breach as required by that state's laws. The
second response I got was a copy of the old boilerplate that they were sending out two years ago, blaming
"dictionary attacks".

Now, compared to the 1,000 spams I already get every day (pre-filtering), the AmeriTrade spams were just a
drop in the bucket, and many of their customers are probably in the same boat. And unlike most AmeriTrade
customers, at least I can stop all AmeriTrade spam just by de-activating those addresses, since they aren't
used for anything else. (Right now I'm keeping them open just to see what else comes in.) But AmeriTrade's
database also contains much more valuable information such as names, PIN numbers (do you use the same
PIN number everywhere that you sign up?), and Social Security Numbers. When I signed up for my account,
informed by dire warnings that federal law required accurate information "to help the government fight the
funding of terrorism and money laundering activities", I gave AmeriTrade my real SSN, address, and other
personal data, figuring that if I gave them false information, I might get in more trouble than the experiment
was worth. But now that the attacker has my e-mail, they might have all of my other information as well. In
the coming months I'll probably start checking my credit report more often than I used to.

Probably someone inside AmeriTrade is selling customer data to an outside spammer. (It seems less likely
that an attacker would keep breaking into AmeriTrade repeatedly to get updated copies of the customer list.
Once you've broken in and gotten the customer database from 2006, why bother breaking in a year later,
taking the risk all over again of getting caught and going to jail, just to get the updated 2007 database? Surely
the 2006 list would be enough to run any pump-and-dump stock scam that you want!) Two suggestions to
AmeriTrade to tighten their security: First, the number of people within the company who can access the
customer database, is probably a lot larger than the number who actually need to access the customer
database. Limit access to the e-mail database to people who actually need it. Second, in any cases where
different employees really need to have access to the list, try giving them different versions of it, where each
version is "seeded" with spamtrap addresses at Hotmail and Yahoo Mail. If the spamtrap addresses that start
receiving spam are all ones that were used to seed one particular employee's copy of the list, then you've
found the source of the leak. That won't stop the spam being sent to addresses that have already been stolen,
but it could prevent further leaks from happening.

The SEC recently announced that they would suspend trading of companies whose stocks had been the target
of spam campaigns to manipulate the price. Perhaps AmeriTrade could do something similar -- once a stock is
identified as being promoted in spams sent to AmeriTrade customers, any customer attempting to buy that
stock would be presented with a message saying that AmeriTrade was blocking the transaction for security
reasons. (If this runs afoul of some SEC regulation that a brokerage has to let you buy any stock you want
any time you want, then at least display a big warning when AmeriTrade users try to buy it through their
system, saying that the stock has been the subject of a fraudulent promotion scheme and is an extremely
high-risk buy.) However, while this would remove the incentive for stock spammers to target AmeriTrade
customers, it's also really just covering up a symptom of the problem, rather than addressing the problem
itself, which is that a spammer was able to steal the customer information from AmeriTrade's database in the
first place.
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Judge halts Ameritrade settlement that would
mean a boon for lawyers, a pittance for victims

Submitted by Paul McNamara  on Mon, 06/16/2008 - 11:47am.

What made the Ameritrade data breach
particularly memorable was not that 6.3
million customers had their personal info
compromised. No, what made it memorable was that the company
had received multiple warnings  from IT professionals over more
than a year that its database had been compromised -- yet took no
action before the bits hit the fan last fall.

And here's what will make the settlement of a resultant class-action
lawsuit memorable, provided a judge overcomes his nausea and
eventually blesses the deal: Of the nearly $2 million Ameritrade
would pay for its sins, almost all of it would wind up in the pockets
of plaintiff's lawyers.

What would those victimized get?

A year's worth of spam blocking service.

David Kravets writes in Wired :

A federal judge on Friday declined to approve a proposed
settlement of a class-action representing as many as 6.3 million
TD Ameritrade customers whose privacy was breached when
hackers stole personal identifying customer information.

U.S. District Judge Vaughn Walker was concerned whether the
deal, which gives more than $1.8 million in legal fees to the
plaintiff's attorneys, would provide any real benefits to the class
of online brokerage customers.

The judge had other concerns as well, including a contention from
lead plaintiff Matthew Elvey that he had been coerced into accepting
the terms of the deal despite his belief that it was inadequate.
(Elvey elaborates on the weaknesses here .)

Recap: Swimming pools and private-school tuition for the lawyers
and their families; warm bucket of spit for Ameritrade customers
whose inboxes ballooned with spam after the dam broke.

Of course, this is pretty much the way things go in class-action
lawsuits where the individual members of the class incur damages
that are relatively minor and/or difficult to quantify. But it's still a
less-than-satisfying outcome for those on the receiving end of
Ameritrade's sloppiness and stubborn refusal to listen to what
experts were telling them.

And none of this comes as much of a surprise to Josh Fritsch, an IT
security veteran who was among those sounding alarms in early
2006 that Ameritrade had a problem. Fritsch was also among the
Ameritrade customers victimized, but not a party to the lawsuit.

"In the end, (the suit is) not going to matter much," Fritsch tells
me. "Any real compensation for carelessness with personal data will
never be offered, and the token concessions which are made are
basically useless."

"If Ameritrade were serious about making amends for their error
(and ignoring the error for so long) they would publicly disclose the
full results of their investigation, thus 'proving' their claim that
there was no real problem," he adds. "They would also offer a choice
of free service from them (such as free trades) or free service with a
competing broker (at Ameritrades' expense) if the victim elects to
find service elsewhere. This would rebuild trust, prove honesty, and
demonstrate a sense of caring for their clients."

Likelihood of that happening?

About Buzzblog

When not blogging, I am a Network World news editor and write the
'Net Buzz column .

Contact me .

Buzzblog archive .

Advertisement:
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Ameritrade's Stock Spam Problem: The Timing Couldn't
Be Worse
by: Short Thesis Investor

posted on: June 12, 2007 | about stocks: AMTD    

There has been some serious chatter about Ameritrade’s (AMTD) platform being compromised in some way, including the
fact that customers’ accounts could be in jeopardy.

It seems that the minute that you sign up for a new Ameritrade account, you are bombarded with third party Ameritrade/stock
spam. What does this mean? Somewhere during the client signup or login to Ameritrade, the user’s account information
(E-mail address at a minimum) is being collected and used to resend spam back to the user. This would constitute a serious
security breach. What else is being collected? Perhaps it’s not a software issue at all, but rogue employees of Ameritrade
selling client information. How far does the penetration go, and where is it in Ameritrade’s system? Regardless of the
mechanism of the breach, this is serious, and the responsibility to pinpoint the problem will ultimately come to unhappy
regulators with Ameritrade customers holding pitchforks and torches right behind them.

Bennet Hasleton of Peacefire ran a test to see if he could duplicate and prove the problem exists. It does. He signed up for an
Ameritrade account using an e-mail address consisting of 16 random alphanumeric characters, which would be extremely
difficult to guess mathematically. He then kept the E-mail address private – he was the only one that knew it. Lo and behold, he
began receiving Ameritrade spam at this address as soon as he completed the sign up process. This is clear proof of a
serious security issue.

Read more about Bennet’s experiment here.

Ameritrade has issued a statement acknowledging the problem, which has sent the conspiracy-minded into overdrive. The
following comment from Ameritrade is particularly suspect: "Please be sure to delete any spam you might receive, then empty
your e-mail's trash so that it's no longer kept there, either." This doesn’t really serve any security function but cleverly removes
(sort of) evidence from the user’s system. To delete it would be a prudent request, but emptying the trash?

The Ameritrade response:

We understand your concern and frustration over the spam e-mail you’ve received, and we want you to know
that we take your privacy and security seriously. We will continue to do all we can to protect both.

Our investigation into this issue is ongoing. We’ve recently expanded the directions in which we’re investigating,
and have doubled our efforts in both internal and external investigations. We’re looking at our own systems, and
working closely with our vendors to examine theirs.

We continue to make progress and work very hard at investigating this issue, but unfortunately we still don’t have
an update we can share with you at this time. We hope you understand that sharing details of exactly what we
have learned so far can compromise the ongoing investigation.

Please be sure to delete any spam you might receive, then empty your e-mail’s trash so that it’s no longer kept
there, either.

If you haven’t lately, you might want to review the Security Center online, which has details about spam, and also
about the Asset Protection Guarantee. It protects you if you lose cash or securities from your account due to
unauthorized activity. If that happens, we can guarantee we’ll reimburse you if you work with us in three ways: 1)
keep your account information secure and confidential, 2) frequently check your account and report any
suspicious activity to us immediately, and 3) take steps we request if your account is ever compromised.

We understand that this issue is a nuisance and that it’s troubling. And we thank you for your cooperation and
patience as we get to the bottom of it.
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Whatever the response from Ameritrade, it is clear that more light needs to be shed on this serious problem. This is clearly an
issue that can affect shareholder value if Ameritrade trading volume declines and people close accounts because of lack of
trust. There is significant downside risk here if this problem starts to receive national media attention. Remember that this is a
financial company with highly valuable information like social security, trading and bank account numbers.

It’s also worth noting that ChoicePoint (CPT), the data broker that suffered a security breach in 2005, settled last week with 44
states and will pay a fine of $500,000. This is on top of the $15 million already levied by the FTC which was the largest civil
penalty in FTC history.

ChoicePoint’s stock fell 21% within one month after the media exploited the story. Two years after the event, the stock still
hasn’t recovered to its pre-incident high.

The timing of this couldn’t be worse. With mounting pressure on management to agree to a deal to be acquired by either
E*Trade (ETFC) or Schwab (SCHW), which is being put forth by hedge funds JANA Partners and S.A.C. Capital Partners, this
is not a good time to have the kind of serious structural issues that could blow up any deal. Hedge funds that are long can
switch to short in an amazing amount of time.

If Ameritrade is confronted with a situation similar to ChoicePoint, expect the stock to excrete large volumes of pain.

AMTD 1-yr chart

Disclosure: No positions of any kind in either Ameritrade or ChoicePoint.
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Message from discussion TD-AMERITRADE admits that it leaked email
addresses via "unauthorized code"

Thane   View profile  More options Sep 25 2007, 3:28 pm

On Sep 25, 7:02 am, stinky <stee...@gmail.com> wrote:

> You wern't the only one reporting it back then. ;-)

I just got an interesting offer from Ameritrade in response to my
complaint about the Joe Moglia letter last week. They have offered 50
free trades plus a year's free membership of a credit monitoring
service. I had pointed out that the letter was BS and that this had
been going on over a year. They surprised me with this offer. Any one
else get this?

Thane

    Reply to author    Forward  
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